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2. EXECUTIVE SUMMARY  
2.1 PROJECT UNDERSTANDING 
Delaware has had a good run of success in its electoral administration over the past 20 years. From its first voter 
registration and election management system implementation in 1990, to the numerous modifications and 
enhancements that have led to the current system, the system has remained secure and stable. To continue its record 
of stability and success into the future, Delaware will be looking to select vendors of the highest reputation, with the 
most experience and the best solutions, offering strong and proven partnership. From this perspective, a best-in-class 
approach will ensure the fulfillment of Delaware’s expectations for each segment of this solicitation. PCC aims to be 
the go-to resource for a stable Voter Registration and Election Management System (VREMS) over the next couple 
decades, offering its industry-leading ElectioNet software solution. 

Employing a best-in-class approach has many advantages. For example, it promotes flexibility to address system issues 
and environments over time, and it provides the best technology available to the citizens of Delaware. PCC occupies 
the software space, and every single implementation we deliver involves establishing interfaces with numerous third-
party systems, including electronic poll book systems, ballot systems, Motor Vehicles, Vital Records, and so forth. 
Some of these third-parties include ScritEx for printing, Melissa Data for address validation, Votec Systems through 
our offline county module, and Balotar for processing absentee ballots. PCC’s unmatched elections acumen and 
technical experience will help anchor Delaware’s holistic system by serving as a solid, proven hub at the junction of 
the various technologies and subsystems comprising a coalescence of top shelf products. 

2.2 REQUIRED INFORMATION 
2.2.1 EXPERIENCE AND REPUTATION 
PCC Technology Inc. was started with the goal of enabling state and local agencies with improved technology 
solutions. Over 20 years later, we are a national leader in the elections domain with 14 state-wide voter registration 
implementations as well as dozens of additional elections-related modules and business analysis projects at the state 
and county levels, and continue to bring innovation and improvements to our clients. 

With the largest market share in the statewide VREMS vertical, PCC has a proven reputation for successful 
implementations and migrations, strong partnership, and domain expertise unmatched by any rival. PCC’s ElectioNet 
product is field-tested and benefits from PCC’s affirmative commitment to tracking market trends and best practices. 
ElectioNet is a workhorse solution built on modern technology ironclad security principles that will serve Delaware 
well into the future, like its sister Campaign Finance software system has done. PCC is a sponsor and member of 
NASS, NASED and COGEL, and our professionals are recognized experts in the VREMS IT world, speaking on 
topics of interest and submitting white papers on related matters. 

Further evidence of PCC’s recognized reputation lay in the fact that PCC has been contacted by several voting 
technology vendors to propose teaming for this RFP. PCC is agnostic as to voting technology and can integrate with 
any voting system on the market. We declined to partner, believing it might limit our selection probability, but being 
courted so heavily bears witness to our reputation in the industry. 

 Election Management and Voter Registration Experience and Capability 
PCC has arguably the most experience and success of any competitor in the statewide VREMS domain. As further 
detailed in Section 3.1.1.3, Successful Statewide Voter Systems, PCC provides statewide election management 
solutions for 14 government clients, that include 11 ElectioNet product implementations as well as 3 additional 
statewide VREMS implementations via GCR and its subsidiaries. PCC’s first election management system was 
developed for the State of Connecticut in 2001 and we have continued to maintain and update the solution, adding 
the Election Night Reporting module in 2012, and Online Voter Registration in 2013. 

Our 14 statewide implementations range in size with one of our smaller implementations for the State of Vermont, 
which has 330,000 registered voters, but in contrasting complexity required us to integrate data and images from more 
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Venu Gurram, PMP - Product Manager: Venu is the product manager for the ElectioNet product and a certified 
Project Management Professional. In his role, he oversees product development and assists development teams on 
projects as needed. Venu has 16 years of experience in Voter Registration and Elections Management systems and was 
the project manager for the largest implementation of ElectioNet to date, in the State of Texas. Venu has played a yek 
role in nine statewide voter registration and election management implementations. 

Key Project Personnel 
Tabetha Parker- Project Manager: Tabetha has 15 years of experience in project management and has managed 
state-wide election management implementations for Texas and Nebraska on a project level, and has also filled the 
role of PMO Director, overseeing the entire U.S Division of her previous employer, Syctl. 

Anil Prathipati – Technical Manager: Anil has seven years of experience as a technical manager and has 
successfully supported two statewide voter registration and election management implementations 

Julie Spencer-Business Analyst: Julie worked as the senior data/business analyst on our largest election 
implementation for Texas and as the business analyst for our requirements gathering project for the North Carolina 
State Board of Elections. 

Keval Patel- Maintenance and Operations Manager: Keval is one of the original developers of ElectioNet. In 
addition to being a technical manager, he has filled the role of project manager in the past. He currently provides 
management oversight for the maintenance of all of our voter registration solutions. He has held a lead role in 
elections implementations for the past 12 years and worked as a technical architect on our elections implementations 
for Connecticut and Georgia. 

Ellie Grande – Trainer: Ellie previously was the business analyst for the Business One-Stop Solution (INBIZ) 
implementation for the State of Indiana, where she performed testing and training development. She led the efforts of 
training and assisting client testers during the User Acceptance Testing (UAT). Her responsibilities included writing 
documentation as a support resource charged with updating Functional Specification Documents (FSDs), assisting 
with data conversion, and performing application testing. 

Subject Matter Experts 

Brian Engler – Security Specialist: Brian has filled roles in technical support and infrastructure engineering for I.T. 
solutions for over 15 years across a wide variety of industries including local and federal government, healthcare, and 
education. His career has had an emphasis on strengthening internal security practices and establishing standard 
processes company-wide. 

Tom Ferguson – Trainer/Subject Matter Expert: Tom was the Director of Elections for the Office of the 
Secretary of the State of Connecticut and has 27 total years of experience in elections management. He managed the 
client side of the Statewide Centralized Voter Registration System for Connecticut and now contributes his expertise 
from the contractor side of projects. 

 

2.2.3 CAPACITY TO MEET REQUIREMENTS 
In January 2016, PCC was acquired by GCR Inc., a software company that combines in-depth industry knowledge, 
technology, and proven processes to deliver a range of solutions to state and municipal government clients. A year 
before the acquisition of PCC, GCR acquired Quest Information Systems, another elections management and voter 
registration vendor. As part of the integration of these companies, we have consolidated the elections resources of all 
GCR companies under the PCC banner, further solidifying our position as the leader in the voter registration and 
elections management market and ensuring our current and potential client partners that we are committed to offering 
the best-of-breed solution and team in the industry. 
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PCC is a viable company with the capability to partner with Delaware over the long term. PCC is a growing company 
that has evolved organically to support its operations. With approximately 270 employees, the PCC family has ample 
resources and the financial strength to meet all of Delaware’s needs, from implementation and the initial Maintenance 
& Support period, through the 20-year partnership horizon. 

In addition to its own fiscal strength, PCC has the backing of GCR, Inc., its parent company. Section 3.1.1 of this 
Response further details the company finances and shows a picture of fiscal strength. In fact, our company strength 
allows us to offer a financing approach that may offer some flexibility to the state with the allocation of funds, 
allowing the State to meet its voting technology goals in the early stages of this project.  

 Election Management and Voter Registration Services to Meet the State’s 
Requirements 

PCC has reviewed the RFP carefully and we are capable of providing the services to meet the State’s requirements. 
PCC’s ElectioNet product meets the stated technical and functional requirements in the election management and 
voter registration scope largely out-of-the-box, with some configuration and customization. PCC can also meet the 
long-term partnership goals envisioned by the state, as evidenced by our long-standing history with our existing 
elections customers, some of which date back as far as 2001. With tremendous experience in migrating complex 
systems and integrating disparate systems, PCC can help bridge Delaware across environment transitions, such as 
migration from mainframe to State-hosted servers, and eventually to either a State-hosted Cloud or a Vendor-hosted 
Cloud environment.  

To augment our ability to provide the best ballot generation and information system to Delaware, PCC has teamed 
with Democracy Live, the foremost ballot technology provider in the industry. Democracy Live will meet the ballot 
related scope of the project, including the UOCAVA and Absentee Voting ballot requirements of the RFP. 

PCC’s numerous implementations of ElectioNet have afforded us the opportunity to work with the vast majority of 
the various voting technologies in the market, offering the state the assurance of our ability to provide a seamless 
integrated solution. This positions PCC’s ElectioNet to serve as a solid, stable hub connecting all of the various 
subsystems that comprise the envisioned unified system, where appropriate. PCC’s expertise as an integrator of 
disparate technologies to interface with ElectioNet will provide Delaware the flexibility to update, upgrade, or replace 
various technology platforms associated with the unified system as it may choose to do over a 20-year horizon. 

Finally, PCC has a demonstrable track record of providing responsive maintenance and support to our client agencies. 
Delaware seeks a long-term partner as evidenced both by the 20-year life span of the current system, and by the 
potential 20-year term of this proposed contract when adding together optional renewals. A survey of our current 
clients during the reference checking phase will confirm why PCC is proud of our client service orientation and our 
top-notch maintenance organization. We further submit that the Delaware Department of Elections’ (DOE) own 
experience with PCC would support this claim. 

 Active Elections Support 
As a proven Elections provider, we know the criticality of Election night and provide a 24-hour Election hotline for 
support on election night with no extra cost to the state. PCC has a strong track record of supporting its client states 
through several presidential, statewide and municipal elections since 2002. We have experience in dealing with the 
issues that come up during election, run-off and post-election with understanding the cyclical nature of election 
administration. We pride ourselves in supporting the critical mission with named, knowledgeable, and mission-
sensitive professionals available immediately, at a phone call, for all our states on Election Day.  Another example is 
the introduction of expanded Help Desk hours in the period from 21 days prior to an election, to 7 days after the 
election. 

Significantly, here is another area where hiring an independent provider of VREMS software will be advantageous. We 
are able to concentrate on the software issues and on keeping the system environment up and running, while the 
State’s voting technology providers can concentrate on the equipment. This multi-vendor approach avoids the risk of 
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a single point of failure, and offers a higher level of software support to meet any exigencies that may arise on 
Election Day; particularly in this modern era of election day registration and gameday security threats.  

2.2.4 DEMONSTRATED ABILITY 
With 14 statewide VREMS implementations, of which 11 use our ElectioNet product and three use prior GCR 
products (Erin and FirstTuesday), and the provision of VREMS services, PCC has demonstrated its ability to 
successfully deliver similar solutions under many varied circumstances. We have never failed to deliver a VREMS 
system once contracted. This means that PCC presents the lowest risk to meet the State’s high profile, mission critical 
project. The VREMS system will be the hub at the heart of the State’s electoral administration system, and PCC can 
be trusted to get it right for the DOE, for the election officers, and for the citizens of Delaware. Figure 1 below 
displays PCC’s experience providing election management solutions across the nation, both at the statewide and local 
level. 

Figure 1: PCC Elections Experience.  

 

 Timely Implementation of the Proposed Election Management and Voter Registration 
Solution 

PCC has a strong track record of delivering complex VREMS systems on time and on budget, as evidenced by our 
ability to implement a new Voter Registration system for the state of TX in under 12 months. Based on significant 
experience delivering our ElectioNet product, we are confident we can meet the compressed timeline required by this 
project. The following analysis, specific to Delaware, will make timely delivery workable. 

• PCC will provision the project with experienced professionals to keep things on track 
• Delaware is advantaged in having only three counties, which limits the risks associated with large numbers of 

disparate stakeholders 
• PCC will begin the migration and data conversion process early in the project schedule, running parallel to our 

delivery effort, so that the data is migrated and ready to go in time for the project go-live 
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3. GENERAL INFORMATION (APP B. PART I) 
3.1 DETAILED SPECIFICATIONS 
3.1.1 VENDOR STRENGTH AND VIABILITY 
1. Vendor shall provide the following to ensure strength and viability of the vendor for the duration of the voting system life 
expectancy: 

 Financial Statements 
Financial Statements subject to an independent audit with an unqualified opinion. 

PCC is an affiliate of GCR Inc. and a subsidiary of GCR Acquisition Company, LLC and has provided five years of 
consecutive audited financial statements in Appendix 1a_2012 GCR AFS through Appendix 1e_2016 GCR AFS, 
prepared independently by LaPorte, A Professional Accounting Corporation, Covington, LA. 

 Audited Financial Statements 
Five (5) consecutive years of audited financial statements including parent company if any. 

PCC is an affiliate of GCR Inc. and a subsidiary of GCR Acquisition Company, LLC and has provided five years of 
consecutive audited financial statements in Appendix 1a_2012 GCR AFS through Appendix 1e_2016 GCR AFS, 
prepared independently by LaPorte, A Professional Accounting Corporation, Covington, LA. 

 Successful Statewide Voter Systems 
History of statewide voting system implementation success. The successful vendor shall provide direct history of a minimum of 
three (3) successfully managed implementations for the main contractor and any subcontractors utilized in the response to this 
Request for Proposal. 

As shown in Figure 2 below, PCC has 14 statewide elections clients, as well as 3 other states where we have 
implemented standalone modules of Election Night Reporting or OLVR, and we helped the State of Washington 
gather and document the requirements for their upcoming statewide system replacement. PCC’s first statewide 
election management system was developed for the State of Connecticut in 2001 which we continue to maintain. We 
also provided solution updates with the Election Night Reporting module in 2012, and Online Voter Registration in 
2013. We are proud of our track record of success, as we have never failed to complete a project. Our references will 
provide testament to their success with PCC as a partner. 
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between our Windsor, CT headquarters, GCR headquarters in New Orleans, Louisiana, and remote offices 
throughout the U.S.  The year before the acquisition of PCC, GCR acquired Quest Information Systems, another 
elections management and voter registration vendor. In order to augment our experience and reinforce our validity in 
the domain, we have consolidated the elections resources in PCC, which continues to be a recognized national leader 
in elections and voter registration solutions. 

 Original Equipment Manufacturer 
Original equipment manufacturer for any equipment not manufactured by the vendor. 

PCC is the original equipment manufacturer for the scope of the offering with the exception of the online accessible 
ballot scope for which we have partnered with Democracy Live. Their proven and certified ballot tools will be 
embedded into the PCC product to ensure a seamless experience for the users. 

 Support Organization  
Proof of a robust support organization with a nationwide presence 

PCC’s elections solutions are currently in maintenance and support mode in 14 states and one county. Each of the 
three voter registration and election management products under the GCR umbrella (ElectioNet, FirstTuesday, Erin) 
are now under the direct maintenance and support operations of PCC, which provides a dedicated and centralized 
team of experts to ensure all of our clients are equally satisfied.. More importantly, our company and staff resources 
are highly focused in the elections domain and understand the complexity of maintaining and supporting voter 
registration solutions, regardless of the technology. This experience means we know what is most important to our 
clients, and that is Election Day. We offer 24 hour support on election days and throughout the night, with no 
additional costs to our clients. 

Our relationships with our clients are longstanding, because of our single-organization focus and our commitment to 
the project from start to finish. Our services to Secretary of State offices include the implementation and continued 
support of the solution throughout the warranty and maintenance phase. We continually update and enhance our 
solution to introduce up-to-date technology and bug fixes, long after project-closeout. A detailed description of our 
Maintenance and Operations approach is provided below in Section 3.2.3.10 Help Desk and Maintenance and 
Operations Support. 

PCC’s current Maintenance and Support clients are shown in Figure 3 below.  
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The security approach to data exchange provides encryption of data in transit using TLS, uses webservice calls with 
username and password authentication, and finally SFTP is used where interfaces exchange data through files. Data 
exchange between the modules within the system is seamless as it performed against the singular database that 
supports the ElectioNet solution. 

 

 
Figure 4: ElectioNet Application Security through the stack. The business layer, application layer, and 
presentation layer of ElectioNet contribute to total application security while maintaining separate and 
distinct processes. 

 HAVA Compliant 
d. HAVA compliant and must meet all applicable accessibility laws and guidelines. 

ElectioNet is compliant with HAVA, NVRA, and MOVE. PCC has reviewed Delaware laws and guidelines and 
determined that ElectioNet is in compliance with many of the standards and guidelines out-of-the-box while the 
remaining Delaware-specific requirements will be met prior to going live with the new system. 

 Complete and Accurate Election Processes 
e. Carries out election processes completely and accurately during the entire system lifecycle 

ElectioNet meets this requirement out-of-the-box. The integrity of the election process within ElectioNet is secured 
by many different mechanisms, including the use of authentication against encrypted credentials, role-based 
authorizations, IP address whitelisting, and two-factor authentication. This helps secure the system’s data accuracy 
while carrying out the elections and voter registration operations that comprise the system. 
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 Well-built/Easily Maintained Equipment 
f. Has equipment that is well-built, rugged, easily maintained. 

PCC’s scope of offering for ElectioNet does not include physical peripheral hardware. The ElectioNet system is well-
built and has been implemented in many other states. ElectioNet is easily maintained due to its modern software 
architecture. 

 Interoperable Components 
g. Has components that are interoperable and have a data structure with a mechanism that easily exports data in user defined or 
common data formats (when established by the US EAC). 

The components of ElectioNet are interoperable and are a fully integrated offering. The ElectioNet database schema 
is normalized to allow for growth over time without the need to change the data structure. ElectioNet allows the 
exporting of data from a wide variety of standard and ad-hoc reports available within the system. The export format 
can be defined by the user during an ad-hoc data report which would allow the user to define the columns and order 
of the data output. The output can be in CSV, tab-delimited file, RTF, or PDF. 

 Election Result Auditing 
h. Allows the State to effectively and efficiently audit election results while maintaining secrecy of the ballot. 

As PCC is only bidding the VR and EMS portions of the solution, the auditing of election results related to ballots is 
not in our purview, but our solution will provide for the robust auditing of the election data within our solution in 
accordance with the requirements from the RFP as detailed in Section 8.35, General System Requirements (Audit 
Requirements). 

 Strong Access Controls 
i. Has strong access controls that authenticates administrators, users, technicians, devices and services before giving access to 
sensitive functions. 

ElectioNet contains support for multiple levels of security to allow functionality based on login ID and passwords; in 
other words, based on the user ID and password, restrictions will be placed on the functions that can be performed 
by the user. 

ElectioNet authenticates system users via one of two different mechanisms depending on the user community 
interacting with the solution. For internal users that are on the state government network, ElectioNet authenticates 
the user against the internal user table with secure and strong password requirements per Delaware standards. This 
mechanism is secure and inherits the authentication assertion from a centralized credential store that is trusted and is a 
key part of the solution.  

Users that are from the voter community or general public can access the public portal of ElectioNet using a separate 
credential mechanism. The user will create an account within the ElectioNet credential repository through a self-
service account creation wizard. Regardless of the mechanism or user type, requests passed to the server are 
performed over TLS 1.2 for secure communication. 

Many other security mechanisms are in place to preclude access to unauthorized parties. For internal users this 
includes limiting access to only those devices that have been pre-approved and whitelisted. Without this clearance, the 
system will not even display the login page. 

 Physical Security, Data Protection and Software Integrity 
j. Has strong physical security, data protection and software integrity features. 
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UAT Database (MS SQL Enterprise) 16 64 750 

Test Web/App (IIS, TLS Certificate) 4 16 750 

Test Database (MS SQL Enterprise) 8 32 750 

NOTE: The pricing for these items is not currently provided for in this proposal, as the State will obtain pricing from 
the Department of Technology and Information (DTI). 

 

 Interfacing with State Financial Systems 
n. Interface with various State financial systems for paying Election Officers and polling places. 

PCC has an extensive history of payment processing in our product solutions. ElectioNet will interface with the State's 
preferred payment gateway to process the listed payment methods via either API calls or secure redirect. 

PCC will identify interfaces required during the requirements gathering sessions conducted with State subject matter 
experts and stakeholders. These interfaces will be documented, evaluated, and prioritized based on the information 
provided to us. 

PCC has experience developing interfaces using many different technologies. We will evaluate the requirements of 
each interface and determine the technology that best fits. Some examples of interface technologies that we’ve used in 
the past are: SQL Scripts, .NET Windows Services, ETL Packages, .NET WebAPI services, BAT Files, SSIS 
Packages, and Command line applications. We’ve developed hundreds of internal and external interfaces in prior 
implementations and are confident that we can meet the interface requirements of the legacy system. 

 Emails to Absentee Voters 
o. Generates emails to absentee voters who provide an email address whenever a significant event occurs. This includes receipt 
of an application, transmitting a blank ballot, receipt of a voted ballot, and whether or not a person’s voted ballot was counted. 

ElectioNet contains a messaging module to facilitate this feature. The system will send emails to absentee voters upon 
the triggering of a status change or event within the system, such as the ones listed in this requirement. The emails will 
not divulge any sensitive information and will instead instruct the user to log in to the public portal to view what has 
been updated. 

 Integration with Other Systems 
p. Integration with other systems, e.g. DMV (for SSN validation, per HAVA), and DELJIS (for Felony checks) 

The External Interface Server and Processes have been developed to handle various external interfaces in batch or 
real-time mode. The External Interface Server is optimized to handle several standard external interfaces, such as 
County systems, Department of Health, Online Voter Registration, DMV (SSN Verification), Deceased Voters, 
Felony database, etc. XML and delimited data formats are natively supported. The ElectioNet’s External Interface 
Engine, Processes, and business logic also provides specific reports, reminder screens and automated processes that 
provide appropriate measures to ensure data integrity and quality. A few key features of the External Interface Module 
include:  

• A Graphical User Interface (GUI) administration front-end that facilitates transaction set-up and scheduling.  
• A reporting interface to view transaction status and error logs.  
• A facility to host transaction specific business logic such as:  
• Confirming duplicate voter  
• Merging Voter across county  
• Export and Import Utility to support XML, CSV and Tab Delimited formats.  
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• A robust interface processing environment  
• A centralized management console that provide scheduling and tracking of external interfaces across various 

agencies.  
• Highly secure.  
• Supports a wide variety of interface including FTP, HTTP and HTTPS.  
• Extensible audit report for Batch Jobs.  
• Easy to maintain. 

3.1.3 DEMONSTRATED CAPABILITY 
3. Vendor or vendors shall provide an integrated voting system with demonstrated capability of the following minimum system 
requirements: 

Please see our responses below to each of the individual minimum system requirements. 

 Poll Book Monitoring 
a. The system must possess the capability to monitor all poll books system-wide on an entire state, county, or local scale, 
depending upon the jurisdictional boundaries of the election. 

PCC’s proposed solution can interface seamlessly with various electronic poll books. We have an external interface 
server that has been developed to handle various external interfaces in batch or real-time mode and that is optimized 
to handle standard interfaces, such as electronic poll books. This is a service-oriented architecture (SOA)- based 
component that supports interfaces through any available end point and also provides specific reports, reminder 
screens, and automated processes that provide appropriate measures to ensure data integrity and quality.  

ElectioNet interfaces with electronic poll books through a pre-defined and standardized file exchange mechanism. 
This standardization makes trouble shooting easier should issues arise and enables data acceptance from other devices 
such as voting machines. The election details are exported from ElectioNet in an agreed upon format. When the 
election is complete, the voting history is imported into ElectioNet in a pre-defined and agreed upon format. 

 Capability to Automatically Transmit Alerts 
b. The system must possess the capability to automatically transmit alerts to selected election administrators or officials when 
events occur, identified by specific equipment undergoing the event. 

The ElectioNet system will send alerts to the parties configured to receive them. The alerts will be based on events 
that occur within ElectioNet and the system will provide an identification of the event that is occurring as well as the 
associated data attributes. These attributes include items such as date/time, user (if applicable), and equipment IDs. 

 Integrated Identification Tags 
c. The system shall be individually marked by unit with integrated identification tags, either sequential numeric or sequential 
alpha-numeric. Tags shall be configured to indicate ownership by the State. The Vendor shall provide an updated equipment 
location listing, based upon the integrated identification tags on a daily basis as delivery is implemented. 

PCC will generate identification tags for the agency staff computers that will be utilizing ElectioNet. The locations of 
these computers do not have to change during the implementation of ElectioNet. 

3.2 OTHER REQUIREMENTS 
3.2.1 DEMONSTRATION 
Vendor shall be required to conduct an on-site demonstration of equipment’s capability to provide accommodations for voters 
with accessibility needs. 
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PCC will conduct a demonstration regarding the capability of ElectioNet to be used by voters with accessibility needs. 
PCC has committed to making ElectioNet WCAG 2.0 compatible, so if any deficiencies are found during the 
implementation period, they will be addressed to be compliant. 

3.2.2 STANDARDS AND POLICIES 
Standards and Policies: The system must comply with State of Delaware Enterprise Standards and Policies, Refer to 
GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. 

PCC has reviewed the State of Delaware Enterprise Standards and Policies at the attached reference. PCC confirms 
that the ElectioNet system will comply with these technology requirements and standard practices. 

3.2.3 SYSTEM LOGS AND HELP 
ElectioNet has security measures implemented in multiple areas of the overall solution. This is done so that security 
measures are commensurate with the multifaceted and ever-changing nature of threats. While security is a concern 
that is taken into account at all levels of the solution, the highest priority is given to the access-level of security. PCC 
has focused a great deal of attention on the front end to prevent unauthorized access to the system. 

A staff user of the ElectioNet system must first be added to the user list by a staff user who has sufficient role 
privileges to add users to the system. Once the user has a username and password to the system, the administrator 
must define their role level. The role permissions are configurable by the administrator and new roles can be added as 
needed. At this point they only have the theoretical clearance to log in to ElectioNet. 

IP address whitelisting is applied for access to ElectioNet. Before the user can access the staff login page, the firewall 
will check to ensure that the incoming request is originating from its known-good list of IP addresses. If it is not, then 
the request is never routed further to the application resource. This operation is based on the notion that a user or 
endpoint that is accessing the system is a known entity and is gaining access from a known location. As such, 
ElectioNet operates on the principle that access is denied unless multiple conditions in addition to a valid username 
and password are met. 

With the rise of mobile devices that may be associated to a known-good network location, an additional filtering step 
takes place after the IP address validation. This is MAC address filtering that similarly takes place at the firewall and 
precludes unknown or unauthorized devices from accessing the internal application. 

If the user is originating from a known-good IP address and MAC address, then the ElectioNet staff login page will 
be displayed. When the user enters their username and password, ElectioNet will send a second authentication factor 
to the user’s specified device or state/county email address. This out-of-wallet challenge adds additional insurance 
against a compromised login credential. 

ElectioNet constrains front-end field sizes and data types to be consistent with what is dictated by the database 
schema. Incoming data is checked against a function which strips character combinations that can be used to form a 
SQL injection attack. The SQL commands used by the system are further protected by being parameterized. Data that 
is flagged as being sensitive is encrypted using JCE. This includes First name, Last name, DOB, Party, Phone, Driver 
number, SSN number, and Address (for Address Confidential voters). 

Whenever file exchanges are needed with other systems, ElectioNet employs the use of a secure FTP that is hosted in 
the same secure hosting environment. The secure FTP contains access logging that an administrative user can 
investigate if needed. Access to the FTP is controlled by the same firewall whitelist settings that govern access to the 
application. 

 Monitoring, Alerts, Notices and Information 
a) Must be instrumented to provide monitoring, alerts, notices and information to existing monitoring systems. Additional tools for 
those areas that require more robust, extensive, and/or interactive monitoring must be included in the Bidder's proposal. 

Application monitoring is essential to make certain that the system is available to users, downtime is minimized, and 
that performance can be optimized. PCC will utilize an enterprise web monitoring tool at the data center for constant 
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application monitoring to make sure the system processes and performs in an expected manner and scope. This 
technique routinely identifies, measures, and evaluates the performance of the system and provides the means to 
isolate and rectify abnormalities or shortcomings. 

Issues with the application or servers are alerted directly to the PCC Maintenance Manager who will work with the 
appropriate resources required to resolve the issue. Application monitoring and management includes reactive and 
proactive activities as described below. 

Reactive Activities – Monitoring, measuring, analysis, and management of events, incidents, and problems involving 
service unavailability or solution performance that falls below required service levels 

Proactive Activities – Proactive planning, design, and recommendations for improvements to availability and 
performance 

PCC may work together with the agency to identify the root cause of the outage by using monitoring tools and 
instrumentation. Once the root cause is identified, methods for re-architecting or reconfiguring to avoid outages are 
considered, selected, and implemented. 

 Printing Screen Information 
b) Must provide functionality to allow authorized users to print screen information including application name and screen or 
function name. 

ElectioNet allows users to use the Windows-native print screen feature to capture the application name, contents of 
the screen, and the current function that is being accessed and utilized. The user can then paste and save this image. 
Alternatively, the user can use the browser print feature to print the contents of the ElectioNet screen. 

 Electronic Help Function 
c) Must provide a comprehensive and context-sensitive electronic help function that can be accessed both from the relevant 
application function and independently from a help menu. 

The solution provides many levels of user support, including on-screen Help Module that is context-sensitive. The 
information provided in the on-screen help module is configurable by the System Administrator, which will allow the 
County to provide County-specific information in addition to application documentation. The help features will be 
made easily accessible from the function that the user is currently working on as well as from the general help menu. 

 Help Information Access and Viewing 
d) Must allow an authorized user to access and view help information from an application function without having to exit or close 
the application function. 

The context-driven help will open in a new window and will not force the user to navigate away from the current 
function in order to view the help information. 

 Field Specific Help Information 
e) The information that the system provides through either the electronic help function menu or in a context-sensitive manner must 
include field-specific information on required data content and data format as well as general information about each 
application function and application screen or page. 

PCC has committed to providing context-sensitive help to users which includes field-level information. This help will 
be available to users of the online portal in addition to staff users, and will describe the features and functions 
contained on that page. 
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 Help Content Cross-Referencing 
f) The system's electronic help function content must be cross-referenced, allowing an authorized user to view and access 
content on help topics and subtopics that are related to the help topic or subtopic that the user is currently viewing. 

The help content within the system will be cross-referenced to other pertinent topics. These topics will appear as 
hyperlinks to which the user can navigate if needed. 

 Help Table of Contents 
g) Must provide a Help table of contents, multiple (up to 15) index levels, and full text search. 

The help feature of ElectioNet will contain a table of contents and a full text search. There will also be multiple index 
levels for the help content. 

 Help Index Levels 
h) The help index levels, index values, help content and hierarchy of index values and associated help content must be 
configurable by an authorized administrator for all general, function-specific and field-specific help topics and subtopics. 

ElectioNet will contain hierarchical index values and will be configurable by an authorized user. The authorized user 
will be able to change content related to both general and context-specific help elements. 

 Accessibility Standards 
i) System functions and features must conform to accessibility standards cited in: 

1. Section 508 of the United States Rehabilitation Act: and 

2. Web Content Accessibility Guidelines 2.0 (W3C World Wide Web Consortium Recommendation WCAG 2.0 12/2008, Level A & 
Level AA Success Criteria). 

PCC has committed to making ElectioNet compliant with USRA section 508 and WCAG 2.0 Level A and Level AA. 

 Help Desk and Maintenance and Operations Automated Tracking Tool 
j) Contractor staff that provide Help Desk and Maintenance and Operations (M&O) support shall use an automated problem-
tracking tool to enable staff to record, track, monitor, and report on operational and performance problems (e.g., defects and 
Deficiencies) detected, prioritized, and resolved during: 

1. Pilot and Production operation of the System beginning with Pilot Deployment and Testing and extending through the end of 
First Year Operations and Close-out; and, 

2. Ongoing Production operations and maintenance 

PCC will provide an automated problem tracking tool through the life of the project, including UAT, Pilot 
Operations, First Year Operations, and Ongoing Maintenance and Support. PCC uses Microsoft’s Team Foundation 
Server (TFS) for issue tracking. An example of the tool is shown in Figure 5 below. Users can report defects, track 
status, and manage resolution of defects. The web-based interface allows appropriate persons (PCC, State, and 
identified contractor staff) to add, edit, and view information based on their respective roles. 







State of Delaware   
Election System Solution PCC Response to RFP GSS18809-ELECTION_SYS 
  
  

  Page 32 of 113 

• Capture additional data required for the initial operations of ElectioNet  
• Confirm the results of the automated conversion process  

Because the ElectioNet database is assembled from a variety of data sources with different formats and purposes, 
ETL is a key process that will bring the required data together in a standard, homogeneous environment. Figure 6 
below illustrates the process. 

 

 
Figure 6: The ETL Data Migration Process. Counties provide data from legacy systems for PCC to load into 
ElectioNet tables 

Data Identification Approach 
First, PCC identifies which legacy systems will be replaced by ElectioNet. The state and/or counties will provide any 
existing collateral describing the legacy system, such as a data dictionary if one is available, so that PCC can map the 
legacy data to the data structure of the proposed solution. PCC’s data conversion experts will work with the State 
SMEs to define any legacy data whose purpose is unclear. 

PCC will map the legacy data fields to ElectioNet’s tables and load this data into the SQL Migration database, which 
aggregates the data from the county legacy systems into a single location. When this is completed, the data will be 
used to populate an empty ElectioNet database. 

Data Extraction and Reporting 
Data extraction integrates data from multiple sources, including, but not limited to; applications and systems, 
relational and non-relational databases, flat files, spreadsheets, and XML files. These are often kept on separate 
computer hardware, supported and managed by different departments and employees. 

A key activity of data extraction and conversion is validation of the data to confirm whether the data pulled from the 
various sources is correct and expected given the target domain. Data that fails to conform to the established 
validation rules are rejected and reported back to the source system for further analysis and correction. 

The extraction process will be conducted by the State’s personnel who are familiar with the technical aspects of the 
legacy system. The State will provide the data to PCC in ASCII text files that will be formatted to the extract 
specifications provided by PCC. 

Load 
Text files provided by the State/Counties will be loaded into a SQL Server staging database using SQL Server 
Integration Services (SSIS) as the loading tool. This database will provide the capability to query legacy data and 
provide verification that data has been extracted and loaded. 
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Data Transformation 
SQL Server stored procedures will transform the data according to rules defined by PCC and the State. This process 
will also migrate data from the tables in the staging database to the ElectioNet database. PCC will generate exception 
reports to be given to the State for data that cannot be converted because of irregularities or quality issues. Per 
Delaware requirement, PCC will cleanse and correct the anomalies based on general business rules provided by the 
State. 

Data Migration Life Cycle 
The focus on data migration, testing, and acceptance is continuous throughout the project phases. The data migration 
process approaches the data extraction, transformation, and loading in an iterative and incremental manner to verify 
that required data sources are identified and processed. The following is an overview of the data migration lifecycle. 
These steps are performed by both the State and PCC as will be defined in the project plan. 

1. Data migration scoping 

2. Identify data sources and requirements 

a. Map data migrations 

b. Identify points of contact of data migration and design validation 

c. Setup QA environment set for data migration 
 

Note: The following activities are conducted iteratively and incrementally until required data sources are extracted, 
transformed, and loaded into the development database. 

 
3. Assess data sources for quality and structure 

4. Extract the data from a single source 

5. Validate the data 

6. Data quality remediation 

7. Transform data and load staging tables 

8. Review audit reports to validate compliance with the new structure 
 
Steps 3 through 8 are repeated until each data source is migrated over to the production database. Upon completion 
of the production database build, the following tasks are performed. 

 
9. Develop data migration packages (SSIS) for each data source 

10. Unit tests for SSIS packages 

11. Configuration and Execution of SSIS packages in QA 

12. Data Acceptance Test (DAT) 
 

Once steps 9 through 12 have been completed for each data source and the database is built in the QA environment, 
it is ready for deployment. The following activities are executed for deployment. 

 
13. Set up live environment for final Data Migration 
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14. Configure and execute SSIS packages in the live environment with live data 

15. Final Data Acceptance Test (DAT) by the State (Go Live) 
 

PCC will use conversion testing to validate that the conversion process works, and that legacy data is valid and stored 
and presented properly after is it converted to the new solution. Our testing team executes test scripts and the State’s 
team performs these test scripts during a data checkout in the test environment.  

The conversion testing will incorporate requirements defined in the Data Conversion Plan. Our specialized approach 
entails seven steps: 

• Conduct verifications of data mappings as the data points are imported during the conversion lifecycle with 
assistance from the State and County SMEs. 

• Take a subset of the entire population based on criticality, complexity, and function; execute conversion scripts; 
and validate the results. 

• Continue iterative conversion in small, defined increments and validate the results. 
• Execute full conversion into the test database and validate the results.   
• Document bugs, develop resolutions, and incorporate them into the next release.  
• Retest again.  
• Provide reviews of testing. 

 

 Conversion Programs 
c) The contractor must provide programs for converting the existing data to the new system. These conversion programs must be 
functionally tested and pass full regression tests before turning over to the test users for acceptance testing. 

PCC utilizes conversion routines that have been successfully utilized in other similar data conversion activities. The 
routines have been functionally tested and are retested once Delaware-specific modifications have been made. Final 
testing by PCC occurs during a concentrated System Integration Testing phase which precedes User Acceptance 
Testing. The migration effort goes through a three-pull strategy as shown in Figure 7 below. This involves extracting, 
transforming and loading the data from the current mainframe into the target ElectioNet database in three major 
pulls, with each subsequent pull resulting in cleaner converted data. The State will be responsible for extracting the 
data from the mainframe into a single, agreed-upon file format. PCC will create the scripts to transform the data and 
load the ElectioNet database. Any data anomalies found during the process will be provided to the State as an 
exception report, and the State will cleanse the data in the mainframe source database prior to the next scheduled 
extraction. 

Initial pull:  We use the extracted data to analyze the current data structure and format and develop conversion 
routines as well as other management scripts. These management scripts are used to reconcile record counts between 
the source data and the converted data.  

Interim pull:  During the second pull, extracted data is used as the source data for the conversion routines that have 
been developed. The converted data is analyzed for structure and format and its adherence to the target data model. 

Errors reported during this pull are resolved by one or more of the following methods: 

• Change the data type or structure of the error fields 

• Assign default values while converting for nonexistent fields in the source 

Conversion scripts go through an iterative process of refining and testing the data that is run through them. This 
iterative process results in high accuracy of the converted data. After the client accepts the converted data, this pull is 
complete. We recommend a user acceptance test of the converted data by connecting it to the testing/staging 
application to make sure that the converted data flows seamlessly through the application.  
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Final pull:  Extraction of the data in the third pull happens after successful user acceptance testing and before the go-
live of the new application. Once the data is pulled, we recommend that the existing system be taken down to prevent 
loss of data that might be entered while converting the pulled data. After populating the production database, 
additional cleanup scripts and management scripts are run to reconcile the source and the converted data.  
 

 
Figure 7: Data Conversion Three-pull Strategy 

 

 Identifying Data Anomalies  
d) The contractor is responsible for identifying data anomalies that require “data cleansing” activities and will assist with the 
needed “data-cleansing”. These “cleansing” activities will ensure that all data is ready for conversion and processing. “Data 
cleansing” will remain in effect for the length of the agreement. 

PCC will generate exception reports to be given to the State for data that cannot be converted because of irregularities 
or quality issues. The State will cleanse and correct the anomalies in the source system. PCC will provide consultative 
support on options the State may have in performing this cleansing, but due to the unknown nature of the current 
state of the data, any cleansing scripting or manual correction of the data by PCC has not currently been estimated 
and would need to be negotiated during contract signing or addressed as change control once the level of effort is 
known. One option that has been used in the past is to include a capped “block” of hours in the contract at a time 
and material rate that the State can draw down from to assist in the actual cleansing. 

 

3.2.5 TESTING  
The State of Delaware, hereinafter referred to as “the State,” is considering replacing the State’s voting equipment, voter 
registration system and election management system with a single, or multi-vendor, integrated voting system allowing for 
automation and full integration between polling place/early voting site equipment and the absentee, voter registration and 
election management systems.  

If the project proceeds, the vendor or vendors shall be responsible for complete replacement, installation, training, testing, and 
maintenance, including bridge maintenance for existing systems, within 8 months.  

The scope of the project is to include all equipment, training, testing, maintenance of new equipment, transitioning from the 
State’s voter registration system and election management system to the new server based system and providing or contracting 
for bridge maintenance of existing equipment until replacement is complete. 

PCC’s proposed testing approach begins with the creation of a Test Plan. The key to effective testing is a well-defined 
test plan that clearly defines the expected performance, a method to effectively measure the solution against those 
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expectations, and a strategy to fully remediate the discrepancy between the two. The purpose of this Test Plan is to 
outline the testing approach and strategy for the proposed solution through the development of each software release. 
The test plan includes testing deliverable details, resources, assumptions, and risks. The primary audience is the SOS 
project manager and subject matter experts (SMEs), along with PCCs project manager, and technical resources. The 
Test Plan will be initiated during Phase 1: Planning and Design, updated during Phase 2: Customization and finalized 
during Phase 3: Implementation and User Acceptance. 

Testing is intended to verify that the solution performs as expected before it is placed in production. The types of 
testing and quality assurance experience and capabilities PCC will bring to bear for the State project include:  

• Test and quality assurance planning  
• Requirements traceability to ensure full testing coverage of requirements  
• Iterative major document deliverables to allow for quality assurance and approvals in easier to manage pieces  
• Pre-developed core product test scripts customized for client-specific requirements  
• Exhaustive Unit Testing of each developed code module and procedure  
• System Integration Testing to ensure consolidated modules work together in harmony prior to User Acceptance 

Testing (UAT)  
• Automated system, UAT and regression testing  
• UAT Training for testing stakeholders to ensure ability to navigate application to execute tests and understanding 

of test scripts and issue reporting process 

 

3.2.6 TRAINING (PAGE 2 RFP-SCOPE OF SERVICES) 
The State of Delaware, hereinafter referred to as “the State,” is considering replacing the State’s voting equipment, voter 
registration system and election management system with a single, or multi-vendor, integrated voting system allowing for 
automation and full integration between polling place/early voting site equipment and the absentee, voter registration and 
election management systems.  

If the project proceeds, the vendor or vendors shall be responsible for complete replacement, installation, training, testing, and 
maintenance, including bridge maintenance for existing systems, within 8 months. The scope of the project is to include all 
equipment, training, testing, maintenance of new equipment, transitioning from the State’s voter registration system and election 
management system to the new server based system and providing or contracting for bridge maintenance of existing equipment 
until replacement is complete. 

Similar to the Testing Plan the Training Plan will be initiated during Phase 1: Planning and Design, updated during 
Phase 2: Customization and finalized during Phase 3: Implementation and User Acceptance. In the Training Plan, 
PCC defines the approach that we will take to develop and deliver system and business process training for the State 
as well as describe how our systematic training approach and methodology supports the transition to the new system. 
The scope of the training effort is to provide the skills, knowledge, and abilities necessary for the State to have 
effective operation of the ElectioNet product. We assume that the State users already have basic computer skills, so 
we immediately begin with teaching the system in addition to modified policies and business procedures to support 
the solution. Per Addendum #3: Addendum to Request for Proposal Contract No. GSS18809-Election_Sys 

• PCC is prepared to develop and provide training modules for up to 40 end users and 12 system administrators. 
• Training will take place at one (1) regional training center that will encompass users from all counties/offices. 
• PCC will provide1 training session that can accommodate up to 40 users and will last up to 5 days. In addition, we 

will train twelve (12) system administrators on how to manage the solution. This session will also last up to 5 days. 
(Note: If more convenient for the State, PCC will conduct 2 separate training sessions with up to 20 users in each.  
The duration of 5 days per session remains the same). 

• PCC will prepare the training manuals that will be given to each user. These manuals may be reproduced for 
future users as well. 

Learning Exercises To maximize data retention, we provide State users with a learning experience in both 
instructor-led and self-paced courses that closely simulate a production environment. Our 
trainers typically give a written or verbal overview of the process, a demonstration of the 
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steps to perform the process, and then assistance in the participation practice. We establish a 
training environment with the explicit purpose of allowing users to perform online training 
scenarios. 

Training Materials Training will be conducted by PCC trainers. During Phase 2, the trainers will develop and 
update the materials for training.  

The State reviews the training materials and signs off on them. Changes can be made, if 
necessary. The trainers provide the materials in the classroom as well as online as a part of 
our maintenance agreement. The online manuals are PDF documents that are search enabled 
so that users can find answers to questions. 

 

 

3.2.7 IMPLEMENTATION (TRANSITION) 
The State of Delaware, hereinafter referred to as “the State,” is considering replacing the State’s voting equipment, voter 
registration system and election management system with a single, or multi-vendor, integrated voting system allowing for 
automation and full integration between polling place/early voting site equipment and the absentee, voter registration and 
election management systems.  

If the project proceeds, the vendor or vendors shall be responsible for complete replacement, installation, training, testing, and 
maintenance, including bridge maintenance for existing systems, within 8 months. The scope of the project is to include all 
equipment, training, testing, maintenance of new equipment, transitioning from the State’s voter registration system and election 
management system to the new server based system and providing or contracting for bridge maintenance of existing equipment 
until replacement is complete. 

Implementation of the new voter registration system shall be conducted in a manner that will enable the SOS to 
continue with the existing application prior to actual product implementation.  Continual, consistent, and proactive 
communication will be essential throughout the project but especially during the transition period.  The PCC project 
manager will ensure team members, stakeholders, and end users have the information needed to prepare for, accept, 
and support the IT solution being implemented in order to effectively transition and institutionalize the new system 
and business processes. This will be accomplished by preparing a Transition Plan during Phase 2 (finalized in Phase 3) 
and agreed upon with the SOS.  Specifically, the plan will include:  

• A Transition Plan identifying tasks, durations, resources, and tools, necessary for cutover from the current voter 
registration system to the new system 

• The schedule, format, and delivery mechanism for providing up-to-date documentation, data, and operational 
tools transitioned for use in the new environment. 

• A complete list of qualifications, skill sets, recommended training opportunities, and staffing levels the State 
expects for successful maintenance and operation of the system. 

• Transition of the administration of the current system to the new system  
• A discussion of the levels, types, and duration of continued support that PCC would provide up to and following 

the agreed-upon turnover date. 

Note that PCC does not anticipate the need for any “bridge maintenance” in our scope of services being proposed, as 
we will be replacing the entirety of the Voter Registration and Election Management systems for the DOE in a “big 
bang” approach. The vendors who provide the electronic pollbooks or require ballot information from our solutions 
will be responsible for preparing their solution to use the interfaces provided by the new solution, as described in the 
requirements of this response, at the time the legacy system is taken off-line (Go-Live). 

3.2.8 MAINTENANCE AND SUPPORT  
The State of Delaware, hereinafter referred to as “the State,” is considering replacing the State’s voting equipment, voter 
registration system and election management system with a single, or multi-vendor, integrated voting system allowing for 
automation and full integration between polling place/early voting site equipment and the absentee, voter registration and 
election management systems.  
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Wherever possible PCC endeavors to provide releases that are as flexible as possible for the client. As with any 
standard software release, certain components are mandatory, and others are optional but if selected it will require 
installation of dependent components. 

Maintenance includes bug fixes and patches described as follows.  

Bugs – A bug is considered a defect in the system functionality clearly in contrast to the documented requirements. 
The State is provided with unlimited bug fixes during the warranty period. If additional training and updated 
documentation are required because of the bug fixes, we provide the resources to keep the State up and running. 

Patches – During the maintenance period, the State receives .NET upgrades to support server operating system 
updates, code upgrades to support browser releases, and code upgrades to support security vulnerabilities or issues 
that arise due to operating system or browser upgrades. 

State-Requested Enhancements – In addition to the standard releases and bug fixes, enhancement requests can be 
provided as change control as requested by the State. 

A formal release schedule for the maintenance period will be agreed upon during the Project Close-out activities. 
Emergency releases for critical issues may occur outside of normal release schedules, as approved by the State. 

PCC also includes Level-2 Help Desk technical support for the State’s staff. We answer any question regarding our 
ElectioNet product and related software or hardware components essential in solution operation. The State’s staff can 
contact PCC by phone, email, or support Web site (http://gcr.freshservice.com). Hours of the Help Desk are 8:00 am 
to 5:00 pm EST. Extended support beyond the hours and work days noted above can be negotiated. PCC assumes 
that the State will make every attempt to provide as much notice as possible of its need for extended hours utilization 
of PCC support personnel. 
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4. VOTING MACHINES (APP B, PART II)  
PCC is not responding to this solution requirement. 
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5. GENERAL ELECTION DEPLOYMENT DATA (APP B, PART 2A)  
PCC is not responding to this solution requirement. 
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6.  ELECTRONIC POLL BOOKS (APP B, PART 3)  
PCC is not responding to this solution requirement. 
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7. ELECTIONS MANAGEMENT (APP B, PART 4) 
Section 7. Elections Management in it’s entirety is being submitted in a separately sealed envelope as 
Confidential Business Information as required by RFP GSS18809-ELECTION_SYS and are not public 
record as described by our legal counsel. 
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8. VOTER REGISTRATION (APP B, PART 5) 
Section 8. Voter Registration in it’s entirety is being submitted in a separately sealed envelope as 
Confidential Business Information as required by RFP GSS18809-ELECTION_SYS and are not public 
record as described by our legal counsel. 
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9. ABSENTEE VOTING (APP B, PART 6)  
PCC is not responding to this solution requirement. 
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10. DTI STANDARDS (APP B PART 7) 
10.1 CRYPTOGRAPHY STANDARD 
PCC has reviewed the cryptography standards and reasonably agrees to using only methodologies that are considered 
“Standard”.  Any methods that are deprecated or are in declining use will not be employed within the proposed 
solution.   

10.2 KEY MANAGEMENT (WITHOUT PARR) 
PCC has reviewed the attached key management standards and  reasonably agrees to using the preferred management 
strategies contained within this document. PCC will be referencing NIST 800-57 for the acceptable cryptoperiods. 

10.3 APPLICATION SECURITY STANDARD 
PCC has reviewed the application security standards contained with the attached document. While ElectioNet 
currently meets applicable standards out-of-the-box, the development team will verify and test that the contained 
standards are being met prior to delivering the completed project. 

10.4 WEB APPLICATION SECURITY 
PCC has reviewed the web application security requirements contained within the attached document. ElectioNet 
already adheres to many of the  requirements out-of-the-box. However, as with other standards, the PCC 
development team will test and verify that the standards are met prior to delivering the completed project. 

10.5 ESIGNATURE POLICY 
PCC has reviewed the e-signature policy within the attached document and confirms that ElectioNet will meet the 
requirements. 
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11. TECHNOLOGY REQUIREMENTS 
Section 11. Technology Requirements in it’s entirety is being submitted in a separately sealed envelope as 
Confidential Business Information as required by RFP GSS18809-ELECTION_SYS and are not public 
record as described by our legal counsel. 



State of Delaware   
Election System Solution PCC Response to RFP GSS18809-ELECTION_SYS 

  Page 49 of 113 

12. PROJECT MANAGEMENT 
12.1 PROJECT PLAN 
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12.2 KEY PERSONNEL AND RESUMES 
The offeror will identify a project manager as well as a key team member to be responsible for each phase in the table below. 
Additionally the offeror will provide a brief resume for each of the identified staff. 

We have provided resumes for our proposed staff in Appendix 2, that includes each staff member’s academic 
background and degrees, professional certifications, work experience, and capabilities. PCC has assembled an 
experienced team and looks forward to providing the unique skills offered by its staff for the benefit of the State.  

Using the table required in the RFP, we have included our proposed key personnel by phase below: 
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12.2.3 SUBJECT MATTER EXPERTS 

Brian Engler – Security Specialist: Brian has filled roles in technical support and infrastructure engineering for I.T. 
solutions for over 15 years across a wide variety of industries including local and federal government, healthcare, and 
education. His career has had an emphasis on strengthening internal security practices and establishing standard 
processes company-wide. 

Tom Ferguson – Trainer/Subject Matter Expert: Tom was the Director of Elections for the Office of the 
Secretary of the State of Connecticut and has 27 total years of experience in elections management. He managed the 
client side of the Statewide Centralized Voter Registration System for Connecticut and now contributes his expertise 
from the contractor side of projects. 

 

12.3 PROJECT MANAGEMENT METHODOLOGY 
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13. PRICING (APPENDIX C) 
Appendix C is a separate Microsoft Excel file made part of this solicitation.  

The State invites offerors to bid pricing on the polling place voting machines, absentee voting equipment, electronic poll books 
and/or the election management system. An offeror may bid on all, one, or any combination of the items.  

The data storage and management system established through this solicitation may or may not be procured from a vendor also 
identifying voting equipment as a component of the vendor’s primary product line.  

The Pricing Appendix C consists of four tabs. 

PCC has provided the pricing in the State of Delaware’s Appendix C as part of this submission separately in an 
electronic version as requested. See PCC Response_GSS_18809 Elections_Appendix C. 

13.1 TAB 1 GENERAL VENDOR INFORMATION 
This tab consists of Vendor identification information and notes on completing the spreadsheet 

PCC has provided the required information in Tab 1. 

13.2 TAB 2 PROJECT IMPLEMENTATION COSTS 
Implementation is expected to require project management as a joint effort between technical and functional business, the 
Vendor shall provide a detailed, economically worded, project plan that is consistent with industry best practices for project 
management, as set forth by Project Management Institute (PMI). Project Management requirements are discussed in Appendix B 
of this RFP. Costs should be identified using the separate pricing spreadsheet by milestone categories identified in Appendix C 
and listed below, with additional details added as appropriate. All costs should be identified. Proposal evaluation will be scored 
based on the “Total Implementation Cost” provided on the Appendix C. Value added options are encouraged, but will not be 
considered for proposal evaluation scoring. During the award negotiation period, the value added options can be considered for 
acceptance. Final acceptance by the State will result in fixed contract pricing.  
• Planning and Design  
• Customization  
• Implementation and User Acceptance  
• Training  
• Closeout and Final User Acceptance  

Project Change Management Process: Upon request from the State of Delaware Project Sponsor or upon identification of a 
project change by the Vendor Project Manager, a Project Change Order (PCO) will be developed detailing the justification for 
the change and the impact of the change to the project including the required revisions to the scope, schedule, and cost. Each 
PCO will contain a written explanation of the reasons for additional work, changes, or expenses. Any PCO is not approved until 
agreed to in writing by the Authorized Approvers of both parties. 

PCC’s proposal includes the replacement of the Voter Registration and Election Management described in Section 7, 
Elections Management System and Section 8, Voter Registration System and we have completed Tab 2 – Project 
Implementation Costs of the Appendix C spreadsheet to account for the full scope of effort for implementing those 
subsystems. The full plan and scope of that effort is described throughout this proposal, but the project management 
approach, plan and schedule are specifically described in Section 12, Project Management.. PCC agrees with the 
change control process and use of the PCO as described by the State here, and have also included further details of 
our typical change management process in Section 12.3 Project Management Methodology. 

 

13.3 TAB 3 VOTING EQUIPMENT 
Upon award, the State intends to implement statewide dependent on availability of specifically budgeted funds. The Vendor 
should propose the amount of equipment needed based on the number of polling places and voters identified in the RFP for a 
statewide solution that includes additional equipment dedicated for a training and testing environment. It is the State’s interest to 
capitalize the fullest extent possible using economies of scale to secure favorable pricing. Per unit costs should also be identified 
for future equipment replacement or expansion of services.  

Please reference details throughout the RFP and specific to Appendix B and its sub-parts. 
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PCC specializes in the Voter Registration and Election Management portion of this RFP, and believes that the 
separation of voting machine and registration vendors is a solid approach to avoid single point of failure and/or 
perceptions regarding possible conflicts in the sanctity of voting data privacy. For these reasons PCC is not proposing 
Voting Equipment and has therefor not completed Tab 3 – Voting Equipment of the Appendix C spreadsheet. Our 
costs in Tab 2, however, do include the capabilities regarding VR data sharing and interfaces as required by the RFP 
to support the function of the solutions provided by the equipment vendors. 

 

13.4 TAB 4 DATA STORAGE-MANAGEMENT 

 

13.5 PRICING ASSUMPTIONS 
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14. ATTACHMENTS 
14.1 SUMMARY OF ATTACHMENTS 
 
Attachments 2, 3, 4, and 5 must be included in your proposal  

• Attachment 6 must be included in your proposal if subcontractors will be involved  

• Attachments 7 and 8 represent required reporting on the part of awarded vendors. Those bidders receiving an award will be 
provided with active spreadsheets for reporting.  

PCC has included the following required attachments as part of our proposal response. Within the Attachments is 
also our compliance statements for Attachments 7 and 8 if we are awarded the contract. 

• Attachment 2 – Non-Collusion (signed and notarized) 
• Attachment 3 – Exceptions 
• Attachment 4 – Confidential and Proprietary 
• Attachment 5 – Business References 
• Attachment 5 – List of Delaware Contracts 
• Attachment 6 – Subcontractor Information (signed) 
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14.2 ATTACHMENT 2: NON-COLLUSION STATEMENT 
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14.4 ATTACHMENT 4: CONFIDENTIALITY AND PROPRIETARY 
INFORMATION 

STATE OF DELAWARE 
Government Support 

Services 
 

Attachment 4 
Contract No. GSS18809-ELECTION_SYS 
Contract Title: Elections System Solution 

CONFIDENTIAL INFORMATION FORM 

 By checking this box, the Vendor acknowledges that they are not providing any information 
they declare to be confidential or proprietary for the purpose of production under 29 Del. C. ch. 100, 
Delaware Freedom of Information Act. 

 
Confidentiality and Proprietary Information 
PCC has provided the sections below in a separately sealed envelope labeled Confidential Business 
Information and has also provided a letter from our legal counsel describing the documents and validating 
they are not public record as defined by 29 Del. C. § 10002. 

Section 7, Elections Management – in its entirety 

Section 8, Voter Registration System – in its entirety 

Section 11, Technical Requirements – in its entirety 

Appendices 1a through 1e GCR Financials – in their entirety 

 

 

 

 

 

 

 
Note: Vendor may use additional pages as necessary, but the format shall be the same as provided above. 
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14.5 ATTACHMENT 5: BUSINESS REFERENCES 
STATE OF DELAWARE  

Government Support Services 

  Attachment 5 
Contract No. GSS 1889-ELECTION_SYS 
Contract Title: Election System Solution 

BUSINESS REFERENCES 
List a minimum of three business references, including the following information: 

• Business Name and Mailing address 
• Contact Name and phone number 
• Number of years doing business with 
• Type of work performed 

Please do not list any Personal References or State Employees as a business reference. If you have held a State 
contract within the last 5 years, please provide a separate list of the contract(s). 

 
1. 

Contact Name & Title: 
Business Name: 

Address: 

 

Email: 

Phone # / Fax #: 

Current Vendor (YES or 
NO): 

Years Associated & Type of 
Work Performed: 
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3. 

Contact Name & Title: 

Business Name: 

Address: 

 

Email: 

Phone # / Fax #: 

Current Vendor (YES or 
NO): 

Years Associated & Type 
of Work Performed: 

 
4. 

Contact Name & Title: 
Business Name: 

Address: 

 

Email: 

Phone # / Fax #: 

Current Vendor (YES or 
NO): 

Years Associated & Type 
of Work Performed: 
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STATE OF DELAWARE PERSONNEL MAY NOT BE USED AS REFERENCES. 
 

  



State of Delaware   
Election System Solution PCC Response to RFP GSS18809-ELECTION_SYS 

  Page 87 of 113 

14.6 ATTACHMENT 5: DELAWARE CONTRACTS 
STATE OF DELAWARE 
Government Support 

Services 
 

Attachment 5 

Contract No. GSS18809-ELECTION_SYS 
Contract Title: Elections 

System Solution BUSINESS 

REFERENCES 

If you have held a State contract within the last 5 years, please provide a separate list of the contract(s). 
 
 
2013 - GSS13699-CFIS (Online Campaign Finance Information System) for the Delaware Office of the State Election 
Commissioner (DOSEC) 
 
PCC was contracted by the Delaware Office of the State Election Commissioner (DOSEC) to replace their current 
Campaign Finance reporting system with a COTS browser-based system that allows self-service, paperless online 
filing of registrations and campaign finance disclosures. This system tracks finance activities of all public officials who 
apply for candidacy in the state.  
 
The solution provided the State with crucial internal administrative features such as an administrator workflow 
engine for approvals, electronic messaging and notifications, and an automatic assessment of ongoing accrual of 
fees for various violations. This system enables the public to identify the financial activities done by any entity 
related to any candidate or political organization. 
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14.7 ATTACHMENT 6: SUBCONTRACTOR INFORMATION FORM 
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14.8 ATTACHMENT 7: MONTHLY USAGE REPORT 
PCC will provide the Department of Elections (DOE) with a Monthly Usage Report as required and prescribed in 
Attachment 7 of the RFP.  
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14.9 ATTACHMENT 8: SUBCONTRACTING (2ND TIER SPEND) REPORT 
PCC will provide the (DOE) with a Subcontracting (2nd Tier Spend) Report as required and prescribed in 
Attachment 8 of the RFP. 
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15.2 APPENDIX 2 - RESUMES 
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Role: Vice President Sales, Government Solutions 
Date: August 2009 to April 2011 
Sean managed the state and local government relationships and developed business opportunities for the company 
throughout the Midwest. He generated over $1B in contracts.  

Employer: State of Indiana, Intelenet Commission 
Role: E-Government Director, then Executive Director 
Date: August 2004 to January 2005 
Sean managed a staff of 80 to administer a $24M high-speed network connecting schools, libraries, universities, and 
state and local government institutions. As Executive Director, he reduced overhead by $1.5M by bringing functions 
in house and realigning staff. Prior to that position, Sean also served as E-Government Director for the commission. 
He developed and expanded the state's offering of online government services through the development of an 
evaluation of agency online applications to set priorities and measure progress in using the internet to deliver services 
more effectively 

Employer: State of Indiana, Department of Natural Resources 
Role: Deputy Director 
Date: August 2004 to January 2005 
Sean reorganized the information technology department and brought department services online. He redesigned the 
Engineering division of the Department of Natural Resources while also managing the growth and development of 
the division. 

Employer: State of Indiana, Department of Administration 
Role: Procurement Director 
Date: 1997 to 2001 
Sean managed a staff of 50 to administer purchasing activities of state agencies. He was able to reduce the staff by 20 
percent while increasing productivity. Sean developed web-based posting of bid opportunities, resulting in 
significantly reduced paper consumption, printing, and distribution costs.  
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Tabetha’s experience in implementing solutions was complemented by her work in product design and marketing for 
Interlan. She assisted with product strategy definition for customized hosting and storage management and was solely 
responsible for the Quickstart server based product line. Tabetha managed the beta and pilot programs with early-
stage product inceptions. She was involved in the product lifecycle through gathering and prioritizing product and 
customer requirements, defining the product vision, and working closely with the development team.  

Employer: Interpath Communications 
Role: Technical Project Manager 
Date: May 1998 to May 1999 
Tabetha developed detailed project plans for the implementation of new products and the revamping of existing 
products- VoIP, hosting NT and UNIX, ATM, and ISDN. She was responsible for leading the full product life cycle 
development for internet and data products including: business case development and presentation, revenue 
projections, configuration into billing system (Kenan BP), gathering requirements for Remedy systems, streamlining 
process and procedures by designing and webifying order forms, implementing process workflows and customer care 
follow-up. 

Employer: MCI Telecommunications 
Role: Senior Requirement Manager 
Date: January 1992 to March 1998 

Tabetha filled a variety of roles for MCI Telecom, from sales support, training, requirement analysis, to account 
management. In her final role as senior requirement manager, Tabetha was responsible for gathering all system 
requirements for internal MCI call center system tools. She conducted business process analysis at call centers to 
expose system and business process breakdowns and documented all findings which included cost savings, process 
improvements, and system design. In her former sales positions for the company, Tabetha performed pre and post-
sales support to customers to resolve any issues, as also trained and educated internal and external customers on how 
to use the product.   
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As part of the Corporate Support team for LPS, Julie administered the Oracle eBusiness Suite and auxiliary 
applications. Her primary roles included coordinating with the DBA’s related to code promotions and performance, 
ensuring appropriate data flow within and between applications, plus querying the data to ensure system security and 
SOX compliance practices were maintained. 
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Date: March 1994 to August 2003 
Tom managed a staff of sixteen people in a non-partisan office for the Connecticut Secretary of State.  He 
administered, interpreted, and implemented all aspects of state and federal laws pertaining to elections, voter 
registration, and campaign finance to maintain the integrity of the election process by following all statue 
requirements. Tom was responsible for voting equipment certification and associated state regulations.  He oversaw 
the elections-related responsibilities of 169 town clerks and 344 registrars of voters throughout the state, as well as 
approximately 800 campaign finance treasurers.  He was responsible for coordinating and conducting four election 
official conferences yearly.  

Employer: Town of Manchester, Connecticut  
Role: Registrar of Voters 
Date: June 1990 to March 1994 

Tom oversaw and managed staff of two clerical employees and a temporary staff of 75 poll workers.  He maintained a 
voter list of 30,000 registered electors. As registrar, Tom coordinated all local, state, and federal elections including 
party primaries and special elections. Additionally, he served as deputy registrar of voters January 1987 to June 1990. 
Tom began serving as deputy registrar of voters in 2007.  
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and business process documentation across the company. Brian also introduced a peer code review process and the 
build of a code library using PEAR packages and PEAR channel server.  

Employer: RightNow Technologies, Inc. 
Role: Senior Application Engineer 
Date: April 2006 to January 2007 
Brian developed customizations of RightNow software and build integration programs between RightNow and other 
databases, CRM, and CMS systems in PHP, MySQL, Oracle, HTML, CSS, XML, and JavaScript. Brian customized 
end-user pages to meet specific customer needs, and built dynamic customer data input forms for customer websites. 
Brian imported customer data for sensitive clients such as the U.S. State Department, Vodafone, Telstra, and Nikon.  

Employer: Global Technology Ventures, Inc. 
Role: Senior Web Software Engineer 
Date: May 2005 to March 2006 
Brian was responsible for the rebuild of the .IM Database and IM. Admin Tools Systems in PHP, MySQL, HTML, 
XML, and JavaScript back end administrative interfaces. He used object oriented architecture to rebuild and upgrade 
existing functionality of the tools while also adding new functionality. In addition, he added a data access layer to 
isolate and modularize database functionality and created a role based access control system.  

 
 
 
 

  

 

























































































































































































































































































































































































































Notes: 

This picing Attachment C is divided into four tabs.  
Tab 1.  General Information
Tab 2. Implementation Costs
Tab 3.  Voting Equipment
Tab 4.  Data Storage-Management

The State invites offerors to bid pricing on the polling place voting machines, absentee voting equipment, electronic poll books
and/or the election management system.  An offeror may bid on all, one, or any combination of the items.  

For evaluation of proposal pricing, the State will score pricing based on scope of work requirements for total cost of ownership of
the initial 5 year term of the contract.  The State is seeking a fixed cost for this solution.  This cost must be clearly identified in this 
appendix to effectively score price scoring.  Additional offerings outside the Scope of Work can be identified in the sections 
provided as "Value Added Options."  These additional options may be considered by the State during any pre-award negotiations, 
but will not be included in the pricing evaluation to score proposals received.  Include additional pages or documentation as
appropriate.   

Please refer to the various sub-parts of Appendix B for details and breadth of scope.  

The vendor or vendors shall be responsible for complete replacement, installation, training, testing, and maintenance, including
bridge maintenance for existing systems, within 8 months after award. The scope of the project is to include all equipment, 
training, testing, maintenance of new equipment, transitioning from the State’s voter registration system and election 
management system to the new server based system and providing or contracting for bridge maintenance of existing equipment 
until replacement is complete. 

Appendix C - Pricing
Contract Number:  GSS18809-ELECTION_SYS
Contract Name: Elections System Solution
Proposals Due By  3:00 pm, EST, January 16, 2018

Please complete the following information below:

Company Name: PCC Technology Inc.

Contact Name:  Seth Klaskin

Phone Number:  (860) 580-7301

Email Address:  seth.klaskin@pcctg.com

Instructions:  
1. Insert your company information as requested.
2. Provide pricing for service identified.  
3. Submit this attachment with your proposal  in Excel format on a CD





Required Equipment Description Qty Total Cost
Voting machine N/A

Poll Book

Absentee Voting

Other Required Equipment

Total Equipment Cost $
(This total will be used for proposal scoring consideration)

Value Added Equipment Description Qty Total Cost
Replacement Voting Machine (EA) 1
Replacement Poll Book (EA) 1
Replacement Absebtee Voting Equipment 
(EA) 1

Total Value Added Equipment $



Data Storage-Management
Cost

Description State Hosted

Total Cost $1,711,100.00
The total State Hosted cost will be used for proposal scoring based on 5 year total cost of ownership. The 

State would also like to receive any cloud offerings available for consideration as a value added option 
below.  

Value Added Options Vendor Hosted Cloud Hosted
 

N/A




